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1. Introducere

Acest ghid prezinta modul de instalare pe MacOS a modulului criptografic
pentru tokenul Longmai in browserul Firefox de la Mozilla.

2. Cerinte

1.Certificatul necesita instalat in Mac-ul dvs. iar tokenul introdus in mufa USB.
2. Certificatul trebuie sa fie valid si in perioada de valabilitate.
3. Browserul Firefox de la Mozilla necesita instalat (vezi mai jos!).

3. Pasii pentru instalarea modulului criptografic
Pentru a instala modulul criptografic, trebuie sa urmati pasii de mai jos:
1.Se conecteaza tokenul de semnatura electronica la mufa USB;

2.Se instaleaza browserul Firefox Mozilla:

a. Accesati https://www.mozilla.org/en-US/firefox/mac si descarcati
versiunea gratuita:
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Download Mozilla
Firefox for Mac
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b. Permiteti-i descarcarea:

c. Deschideti fisierul Firefox in format .dmg de unde s-a descarcat


https://www.mozilla.org/en-US/firefox/mac
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d. Drag & drop(tinand click stanga,trageti) iconita Firefox peste folderul “A”

3.Dupa instalare, deschideti Firefox si accesati meniul Settings ->
Privacy&Security -> Certificates -> Security Devices -> Load:
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4.Identificati versiunea de token pe care o detineti si copiati modulul (textul
rosu) in cdmpul Module filename:

Longmai v1, marcat cu sigla care reprezinta o cheie: /I\
‘v ~ay

/Applications/CryptolDEUserTools.app/Contents/lib/mac/libcryptoide_pkcs11.dylib

Trust

@ Longmai v2, marcat cu sigla care reprezinta o bifi:

/Applications/Cryptol DEFipsUserTools.app/Contents/lib/mac/liblm_cryptoide pkcsll.dylib

Device Manager X
Security Modules and Devices Details Value
v NSS Internal PKCS #11 Module
Generic Crypto Services
Software Security Device @ Load PKCS#11 Device Driver
v Builtin Roots Module Enter the information for the module you want to add.

NSS Builtin Objects e [New PKCSH#11 Module Lond
v 08 Client Cert Module Module filename fUsers/Cale fisierfiibcryptoide  Browse.
0S Client Cert Slot (Modern)
0S Client Cert Slot (Legacy) Cancel “

v NSS Internal Module

v NSS Internal Module
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5. Daca fisierul nu se incarca, atunci acceptati mesajele si inchideti fereastra
mica Load PKCS#11 Device Driver, pentru ca modulul necesita mai intai
permisiune care se acorda de la: Iconita Apple -> Preferences ->
Privacy & Security -> sectiunea Security -> Allow Anyway

[ NoN

Q Search

a dcCreen rime
@ General

[9) Appearance
Accessibility
@ Control Centre

© siri & spotiight
W Privacy & Security

Desktop & Dock
a Displays

\i Wallpaper

|\ Screen Saver

c Battery

g Lock Screen
@ Touch ID & Password
B Users & Groups

g Passwords
&) intaroat A

Privacy & Security

a Developer Tools

@ Analytics & Improvements

m Apple Advertising

Security

Allow applications downloaded from

° A Store and identified develope

“libcryptoide_pkes11.dylib” Was blocked from use because it is not from an
identified developer.

Allow Anyway

FileVault
FileVault secures the data on your disk by encrypting its
content automatically.

WARNING: You will need your login password or a recovery key to access your data.
A recavery key is automatically generated as part of this setup. If you forget both
your password and recovery key, the data will be lost.

FileVault is turned on for the disk *Macintosh HD"
A recovery key has been set

6. Reincarcati (Load) modulul criptografic aferent versiunii de token pe care o

detineti:

008 Bowem | &

¢ c @ Firstor aboutpreferencesssearchResuts

Sacuray Moduies and Devices
« NSS nternad PECS 971 Macle
Ganeric Cryote Sarvices

Softmace Secury Devece

- Bustin Roots Module

NS Bultin Objects
05 Cllant Cort Mouse

08 Cllent Cert Sot (Modrn)
08 Cllert Cort St Logacy)

© NS nternd Modle
- NS nternas Mode

& Q Seach

Security Modules and Devices
~ NSS Internal PKCS #11 Module
Generic Crypto Services
Software Security Device
 Builtin Roots Module
NSS Builtin Objects
~ OS Ciient Cert Module
OS Client Cert Siot (Modern)
OS Cilent Cert Siot (Legacy)
~ NSS Internal Module
~ NSS Internal Module

Device Manager X

Detaits Value

° Load PKCS#11 Device Driver

Enter the information for the module you want 1o add.

Mooule Name | New PKCS#11 Module S

Module flename  [Users/Cale fisienfibcrypioide  Browse._

cacel QD
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7. In fereastra Device Manager, in meniul din stanga, faceti click pe Virtual
Slot 0. In fereastra vor aparea date despre tokenul dvs. In meniul din
dreapta, apasati Log In si tastati PIN-ul tokenului dvs. Puteti apoi inchide
Device Manager de la OK.

Device Manager X
Security Modules and Devi.. | Details Value Login
~ NSS Internal PKCS #11 Mo... Status Not Logged In » ﬁ
Generic Crypto Services Description Virtual Siot 0
Software Security Devic.. | Manufacturer Longmai Change Password
~ Builtin Roots Module HW Version 40 Load
NSS Builtin Objects FW Version an
~ OS Client Cert Module Label Trans Sped QCA
0S Client Cert Slot Manufacturer Longmai
~ New PKCS#11 Module Serial Number 3442145455A8E917
Virtual Slot 1 FW Version an
Virtual Slot 2
Virtual Slot 3
[ ox |
Device Manager X
Security Modules and Devi... Details Value LogIn
~ NSS Internal PKCS #11 Mo... Status Not Logged In Loglout
Generic Crypto Services Desrrintinn Virtual Qlat 0
Software Security Devic... Mz Password Required - Mozilla Firefox Change Password
. ‘ ;l;a:eo zn;.er the password for the PKCS#11 token Trans -~
NSS Builtin Objects | ]
~ 0S Client Cert Module ‘ Cancel o
0 Client Cert Slot Ma Enable FIPS
v New PKCS#11 Module Serial Number 3442145455A8E917
Virtual Slot 1 FW Version am
Virtual Slot 2
Virtual Slot 3
[ ox |
/‘
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